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[bookmark: _heading=h.60jdfewmovio]Introduction
This document contains Grow’s policies for GDPR. Every employee will have access to a copy of this document and you are expected to become familiar with its contents. If there is any matter in this handbook that you do not understand, you should ask the Head of Operations for clarification.
This handbook is designed to help you understand the policies, general rules and operating standards that apply to the employees of Grow. It is intended as a statement of Grow's policies and procedures and, except where specifically indicated, does not form part of your contract of employment. Any dispute between you and Grow will be determined on the basis and content of your contract of employment.
The content of this policy document will be reviewed regularly and updates will be notified to employees. Where necessary, an updated version of these policies may be reissued in its entirety in electronic or hard copy format.
1 [bookmark: _heading=h.8wn8b2lqadb4]GDPR data protection
You must read this policy because it gives important information about:
1) the data protection principles with which Grow must comply;
2) what is meant by personal data (or information) and special category data (or information);
3) how we gather, use and (ultimately) delete personal data and special category data in accordance with the data protection principles;
4) where more detailed privacy information can be found, eg about the personal data we gather and use about you, how it is used, stored and transferred, for what purposes, the steps taken to keep that data secure and for how long it is kept;
5) your rights and obligations in relation to data protection; and
6) the consequences of failure to comply with this policy.
1.1 [bookmark: _heading=h.9orrtduc2trb]Introduction
1.1.1 [bookmark: _heading=h.7de7tm1l7jv5]Grow obtains, keeps and uses personal data (also referred to as personal information) about job applicants and about current and former employees, temporary and agency workers, contractors, interns, volunteers and apprentices for a number of specific lawful purposes, as set out in Grow (the Company)'s data protection privacy notices.
1.1.2 [bookmark: _heading=h.xnztt29ua3g9]This policy sets out how we comply with our data protection obligations and seek to protect personal data relating to our workforce. Its purpose is also to ensure that staff understand and comply with the rules governing the collection, use and deletion of personal data to which they may have access in the course of their work.
1.1.3 [bookmark: _heading=h.9ypoqzhu9o5k]We are committed to complying with our data protection obligations, and to being concise, clear and transparent about how we obtain and use personal data relating to our workforce, and how (and when) we delete that data once it is no longer required.
1.1.4 [bookmark: _heading=h.bcyx1t7nzf6k]Grow’s data protection officer, is responsible for informing and advising Grow (the Company) and its staff on its data protection obligations, and for monitoring compliance with those obligations and with Grow (the Company)'s policies. If you have any questions or comments about the content of this policy or if you need further information, you should contact the data protection officer.
1.2 [bookmark: _heading=h.6w75q6rycix8]Scope
1.2.1 [bookmark: _heading=h.aicueq68u3x]This policy applies to the personal data of job applicants and current and former staff, including employees, temporary and agency workers, interns, volunteers and apprentices.
1.2.2 [bookmark: _heading=h.4kcn7oa3uhi1]Staff should refer to Grow (the Company)'s data protection privacy notice and, where appropriate, to its other relevant policies which contain further information regarding the protection of personal data in those contexts.
1.2.3 [bookmark: _heading=h.tb06c627azdl]We will review and update this policy in accordance with our data protection obligations. It does not form part of any employee's contract of employment and we may amend, update or supplement it from time to time. We will circulate any new or modified policy to staff when it is adopted.
1.3 [bookmark: _heading=h.6tpm70s6zmzn]Definitions
	criminal records data
	means personal data relating to criminal convictions and offences, allegations, proceedings, and related security measures;

	data breach
	means a breach of security leading to the accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to, personal data;

	data subject
	means the individual to whom the personal data relates;

	personal data
	(sometimes known as personal information) means data relating to an individual who can be identified (directly or indirectly) from that data;

	processing data
	means obtaining, recording, organising, storing, amending, retrieving, disclosing and/or destroying data, or using or doing anything with it;

	pseudonymised
	means the process by which personal data is processed in such a way that it cannot be used to identify an individual without the use of additional data, which is kept separately and subject to technical and organisational measures to ensure that the personal data cannot be attributed to an identifiable individual;

	special category data
	(sometimes known as 'special categories of personal data', 'sensitive personal data' or 'sensitive personal information') means personal data about an individual's race, ethnic origin, political opinions, religious or philosophical beliefs, trade union membership (or non-membership), genetics data, biometric data (where used to identify an individual) and data concerning an individual's health, sex life or sexual orientation.


1.4 [bookmark: _heading=h.jo2k33jv2mlw]Data protection principles
1.4.1 [bookmark: _heading=h.kppcojj8v4d3]Grow will comply with the following data protection principles when processing personal data:
(a) [bookmark: _heading=h.ipuxg357bm37]we will process personal data lawfully, fairly and in a transparent manner;
(b) [bookmark: _heading=h.yo6myl2unji5]we will collect personal data for specified, explicit and legitimate purposes only, and will not process it in a way that is incompatible with those legitimate purposes;
(c) [bookmark: _heading=h.v4371q3cf0hf]we will only process the personal data that is adequate, relevant and necessary for the relevant purposes;
(d) [bookmark: _heading=h.29h6txt1phij]we will keep accurate and up to date personal data, and take reasonable steps to ensure that inaccurate personal data are deleted or corrected without delay;
(e) [bookmark: _heading=h.s4h11fm9xi8n]we will keep personal data for no longer than is necessary for the purposes for which the data are processed; and
(f) [bookmark: _heading=h.z00p2mh9ouj9]we will take appropriate technical and organisational measures to ensure that personal data are kept secure and protected against unauthorised or unlawful processing, and against accidental loss, destruction or damage.
1.5 [bookmark: _heading=h.ikrs3nduho3b]Basis for processing personal data
1.5.1 [bookmark: _heading=h.kt2qg421emxp]In relation to any processing activity we will, before the processing starts for the first time, and then regularly while it continues:
(a) [bookmark: _heading=h.47fp5y2hz8hi]review the purposes of the particular processing activity, and select the most appropriate lawful basis (or bases) for that processing, ie:
(i) [bookmark: _heading=h.1w7jb8f4asye]that the data subject has consented to the processing;
(ii) [bookmark: _heading=h.45ce27a67rir]that the processing is necessary for the performance of a contract to which the data subject is party or in order to take steps at the request of the data subject prior to entering into a contract;
(iii) [bookmark: _heading=h.ie7hmw9xd38a]that the processing is necessary for compliance with a legal obligation to which Grow is subject;
(iv) [bookmark: _heading=h.h68375ijs95p]that the processing is necessary for the protection of the vital interests of the data subject or another natural person; or
(v) [bookmark: _heading=h.llbipfcqsmi5]that the processing is necessary for the purposes of legitimate interests of Grow or a third party, except where those interests are overridden by the interests of fundamental rights and freedoms of the data subject—see clause 5.2 below.
(b) [bookmark: _heading=h.3iy7yckhc638]except where the processing is based on consent, satisfy ourselves that the processing is necessary for the purpose of the relevant lawful basis (ie that there is no other reasonable way to achieve that purpose);
(c) [bookmark: _heading=h.sgfuhaqht3x3]document our decision as to which lawful basis applies, to help demonstrate our compliance with the data protection principles;
(d) [bookmark: _heading=h.ltdy1wy68ic]include information about both the purposes of the processing and the lawful basis for it in our relevant privacy notice(s);
(e) [bookmark: _heading=h.mw8od63el8bu]where special category data is processed, also identify a lawful special condition for processing that data (see paragraph 6.2.2 below), and document it; and
(f) [bookmark: _heading=h.ii70wl61joni]where criminal records data is processed, also identify a lawful condition for processing that data, and document it.
1.5.2 [bookmark: _heading=h.jyghszmhjgoz]When determining whether Grow's legitimate interests are the most appropriate basis for lawful processing, we will:
(a) [bookmark: _heading=h.qg6w281wg1iy]conduct a legitimate interests assessment (LIA) and keep a record of it, to ensure that we can justify our decision;
(b) [bookmark: _heading=h.qleu4szrrcl]if the LIA identifies a significant privacy impact, consider whether we also need to conduct a data protection impact assessment (DPIA);
(c) [bookmark: _heading=h.8coicb99akqs]keep the LIA under review, and repeat it if circumstances change; and
(d) [bookmark: _heading=h.a9smy6bup0e9]include information about our legitimate interests in our relevant privacy notice(s).
1.6 [bookmark: _heading=h.dqhsc4fchu85]Special category data
1.6.1 [bookmark: _heading=h.v1ip1m6g1ma5]Special category data is sometimes referred to as 'sensitive personal data', 'special category data' or 'sensitive personal information'.
1.6.2 [bookmark: _heading=h.3wvx8r8aw7ab]Grow may from time to time need to process special category data. We will only process special category data if:
(a) [bookmark: _heading=h.86igdab2gbu]we have a lawful basis for doing so as set out in paragraph 5.1.1 above, eg it is necessary for the performance of the employment contract, to comply with Grow's legal obligations or for the purposes of Grow's legitimate interests; and
(b) [bookmark: _heading=h.g0b59zkz42nu]one of the special conditions for processing special category data applies, eg:
(i) [bookmark: _heading=h.7mn1rx5e3dfa]the data subject has given explicit consent;
(ii) [bookmark: _heading=h.4g0o7xv92hff]the processing is necessary for the purposes of exercising the employment law rights or obligations of Grow or the data subject;
(iii) [bookmark: _heading=h.3wfb64vveq9z]the processing is necessary to protect the data subject's vital interests, and the data subject is physically incapable of giving consent;
(iv) [bookmark: _heading=h.3t3w7slqghiz]processing relates to personal data which are manifestly made public by the data subject;
(v) [bookmark: _heading=h.za9eihcdjcfu]the processing is necessary for the establishment, exercise or defence of legal claims; or
(vi) [bookmark: _heading=h.gc8c3e31fjjl]the processing is necessary for reasons of substantial public interest.
1.6.3 [bookmark: _heading=h.shq7rotooj1z]Before processing any special category data, staff must notify Data Protection Officer of the proposed processing, in order that Data Protection Officer may assess whether the processing complies with the criteria noted above.
1.6.4 [bookmark: _heading=h.kt51wjanb4q9]special category data will not be processed until:
(a) [bookmark: _heading=h.6vm1ugg3dcgs]the assessment referred to in paragraph 6.3 has taken place; and
(b) [bookmark: _heading=h.xkd21frspj93]the individual has been properly informed (by way of a privacy notice or otherwise) of the nature of the processing, the purposes for which it is being carried out and the legal basis for it.
1.6.5 [bookmark: _heading=h.ai5g8iqsgw7r]Grow will not carry out automated decision-making (including profiling) based on any individual's special category data.
1.6.6 [bookmark: _heading=h.2vob96gjauam]Grow's data protection privacy notice sets out the types of special category data that Grow (the Company) processes, what it is used for and the lawful basis for the processing.
1.6.7 [bookmark: _heading=h.qolchxohax3p]In relation to special category data, Grow will comply with the procedures set out in paragraphs 6.8 and 6.9 below to make sure that it complies with the data protection principles set out in paragraph 4 above.
1.6.8 [bookmark: _heading=h.h3ug30wwvop3]During the recruitment process: the HR department, with guidance from Data Protection Officer, will ensure that (except where the law permits otherwise):
(a) [bookmark: _heading=h.7h3elr4ntpsj]during the short-listing, interview and decision-making stages, no questions are asked relating to special category data, eg race or ethnic origin, trade union membership or health;
(b) [bookmark: _heading=h.ecx4cuihl2u8]if special category data is received, eg the applicant provides it without being asked for it within their CV or during the interview, no record is kept of it and any reference to it is immediately deleted or redacted;
(c) [bookmark: _heading=h.chs7hf3qevcc]any completed equal opportunities monitoring form is kept separate from the individual's application form, and not be seen by the person shortlisting, interviewing or making the recruitment decision;
(d) [bookmark: _heading=h.am884xq8zs41]'right to work' checks are carried out before an offer of employment is made unconditional, and not during the earlier short-listing, interview or decision-making stages;
(e) [bookmark: _heading=h.tzs8preswydw]we will not ask health questions in connection with recruitment.
1.6.9 [bookmark: _heading=h.v008iv3v7frj]During employment: the HR department, with guidance from Data Protection Officer, will process:
(a) [bookmark: _heading=h.ed7z31ej8shv]health data for the purposes of administering sick pay, keeping sickness absence records, monitoring staff attendance and facilitating employment-related health and sickness benefits;
(b) [bookmark: _heading=h.5n0ekxj7zmke]special category data for the purposes of equal opportunities monitoring and pay equality reporting. Where possible, this data will be anonymised; and
(c) [bookmark: _heading=h.8ko7ch96ok04]trade union membership data for the purposes of staff administration and administering 'check off'.
1.7 [bookmark: _heading=h.643wxoq2l522]Criminal records data
Criminal records data will be processed in so far as is reasonably necessary. 
1.8 [bookmark: _heading=h.qio1s9ldxgfk]Data protection impact assessments (DPIAs)
1.8.1 [bookmark: _heading=h.uziho8zhl8uz]Where processing is likely to result in a high risk to an individual's data protection rights (eg where Grow is planning to use a new form of technology), we will, before commencing the processing, carry out a DPIA to assess:
(a) [bookmark: _heading=h.865lo91yqy7t]whether the processing is necessary and proportionate in relation to its purpose;
(b) [bookmark: _heading=h.6ed65zqv7s0j]the risks to individuals; and
(c) [bookmark: _heading=h.v4c8hrhnvhqh]what measures can be put in place to address those risks and protect personal data.
1.8.2 [bookmark: _heading=h.qdnhacqthpqm]Before any new form of technology is introduced, the manager responsible should therefore contact Data Protection Officer in order that a DPIA can be carried out.
1.8.3 [bookmark: _heading=h.uofsb77ts0lu]During the course of any DPIA, the employer will seek the advice of the Data Protection Officer and the views of employees and any other relevant stakeholders.
1.9 [bookmark: _heading=h.z95g77677nq5]Documentation and records
1.9.1 [bookmark: _heading=h.r74xwaw5np85]We will keep written records of processing activities which are high risk, ie which may result in a risk to individuals' rights and freedoms or involve special category data or criminal records data, including:
(a) [bookmark: _heading=h.s765ve8q76e5]the name and details of the employer's organisation (and where applicable, of other controllers, the employer's representative and DPO);
(b) [bookmark: _heading=h.x60hx51pe9py]the purposes of the processing;
(c) [bookmark: _heading=h.mm7npo29a1i5]a description of the categories of individuals and categories of personal data;
(d) [bookmark: _heading=h.jsdlo27r4apu]categories of recipients of personal data;
(e) [bookmark: _heading=h.w45ck8uoud5g]where possible, retention schedules; and
(f) [bookmark: _heading=h.h5naq4dp6mk5]where possible, a description of technical and organisational security measures.
1.9.2 [bookmark: _heading=h.7jm7fj2xe4r6]As part of our record of processing activities we document, or link to documentation, on:
(a) [bookmark: _heading=h.ofspmmk7fbh4]information required for privacy notices;
(b) [bookmark: _heading=h.76hhucqih8k4]records of consent;
(c) [bookmark: _heading=h.hltuep201rcl]controller-processor contracts;
(d) [bookmark: _heading=h.fwq9z6ux5yjn]the location of personal data;
(e) [bookmark: _heading=h.8xzrqb7eqil7]DPIAs; and
(f) [bookmark: _heading=h.c5dtcu3s77rc]records of data breaches.
1.9.3 [bookmark: _heading=h.6q2uuhtay9ec]If we process special category data or criminal records data, we will keep written records of:
(a) [bookmark: _heading=h.wc08xyy3n2wv]the relevant purpose(s) for which the processing takes place, including (where required) why it is necessary for that purpose;
(b) [bookmark: _heading=h.mq4ozbgksz3t]the lawful basis for our processing; and
(c) [bookmark: _heading=h.ihvnex5gs1r8]whether we retain and erase the personal data in accordance with our policy document and, if not, the reasons for not following our policy.
1.9.4 [bookmark: _heading=h.kqkvsj6nfk4p]We will conduct regular reviews of the personal data we process and update our documentation accordingly. This may include:
(a) [bookmark: _heading=h.cortiloxuipr]carrying out data audits to find out what personal data Grow holds;
(b) [bookmark: _heading=h.rboo3ks5hdcr]distributing questionnaires and talking to staff across Grow to get a more complete picture of our processing activities; and
(c) [bookmark: _heading=h.ce6oqc2pov8y]reviewing our policies, procedures, contracts and agreements to address areas such as retention, security and data sharing.
1.10 [bookmark: _heading=h.9rgc08wg3cpr]Privacy notice
1.10.1 [bookmark: _heading=h.ye1jkdjl8oy3]Grow will issue privacy notices from time to time, informing you about the personal data that we collect and hold relating to you, how you can expect your personal data to be used and for what purposes.
1.10.2 [bookmark: _heading=h.ftca3mbky6vt]We will take appropriate measures to provide information in privacy notices in a concise, transparent, intelligible and easily accessible form, using clear and plain language.
1.11 [bookmark: _heading=h.xeqtxm5vw8wp]Individual rights
1.11.1 [bookmark: _heading=h.krw4b34l6dex]You (in common with other data subjects) have the following rights in relation to your personal data:
(a) [bookmark: _heading=h.fuhxc581qku0]to be informed about how, why and on what basis that data is processed;
(b) [bookmark: _heading=h.ne6xtjffkpjt]to obtain confirmation that your data is being processed and to obtain access to it and certain other information, by making a data subject access request—see Grow's subject access request policy;
(c) [bookmark: _heading=h.tmvsb94dabqe]to have data corrected if it is inaccurate or incomplete;
(d) [bookmark: _heading=h.iie7mg7jysn9]to have data erased if it is no longer necessary for the purpose for which it was originally collected/processed, or if there are no overriding legitimate grounds for the processing (this is sometimes known as 'the right to be forgotten');
(e) [bookmark: _heading=h.7xuhfpelx0eo]to restrict the processing of personal data where the accuracy of the data is contested, or the processing is unlawful (but you do not want the data to be erased), or where the employer no longer needs the personal data but you require the data to establish, exercise or defend a legal claim; and
(f) [bookmark: _heading=h.uy6zv0p66y4n]to restrict the processing of personal data temporarily where you do not think it is accurate (and the employer is verifying whether it is accurate), or where you have objected to the processing (and the employer is considering whether the organisation's legitimate grounds override your interests).
1.11.2 [bookmark: _heading=h.lm1stlvixshr]If you wish to exercise any of the rights in paragraphs 11.1.3 to 11.1.6, please contact Data Protection Officer.
1.12 [bookmark: _heading=h.7k5htfgo3u0z]Individual obligations
1.12.1 Individuals are responsible for helping Grow keep their personal data up to date. You should let Jon Davies know if the data you have provided to Grow changes, for example if you move house or change details of the bank or building society account to which you are paid.
1.12.2 [bookmark: _heading=h.9f6jncmco7u1]You may have access to the personal data of other members of staff, suppliers and customers of Grow in the course of your employment or engagement. If so, Grow expects you to help meet its data protection obligations to those individuals. For example, you should be aware that they may also enjoy the rights set out in paragraph 11.1 above.
1.12.3 [bookmark: _heading=h.kwb32kd0psb7]If you have access to personal data, you must:
(a) [bookmark: _heading=h.atl9vvaftq0c]only access the personal data that you have authority to access, and only for authorised purposes;
(b) [bookmark: _heading=h.qu0g1u8j4dvq]only allow other Company staff to access personal data if they have appropriate authorisation;
(c) [bookmark: _heading=h.78tyobj11dgm]only allow individuals who are not Company staff to access personal data if you have specific authority to do so from Data Protection Officer;
(d) [bookmark: _heading=h.r9rxwcxao43l]keep personal data secure (eg by complying with rules on access to premises, computer access, password protection and secure file storage and destruction and other precautions set out in Grow's information security policy);
(e) [bookmark: _heading=h.t2m1itpwjuz]not remove personal data, or devices containing personal data (or which can be used to access it), from Grow's premises unless appropriate security measures are in place (such as pseudonymisation, encryption or password protection) to secure the data and the device; and
(f) [bookmark: _heading=h.mnrhxexmbquj]not store personal data on local drives or on personal devices that are used for work purposes.
1.12.4 [bookmark: _heading=h.sbe6bj58hbgu]You should contact Data Protection Officer if you are concerned or suspect that one of the following has taken place (or is taking place or likely to take place):
(a) [bookmark: _heading=h.uxkxfjwzeoiy]processing of personal data without a lawful basis for its processing or, in the case of special category data, without one of the conditions in paragraph 6.2.2 being met;
(b) [bookmark: _heading=h.an2c3lo5x5fz]any data breach as set out in paragraph 15.1 below;
(c) [bookmark: _heading=h.6a99m4uqa0pz]access to personal data without the proper authorisation;
(d) [bookmark: _heading=h.xjt36cnezpq0]personal data not kept or deleted securely;
(e) [bookmark: _heading=h.lc0wedyewegi]removal of personal data, or devices containing personal data (or which can be used to access it), from Grow's premises without appropriate security measures being in place;
(f) [bookmark: _heading=h.4ugimddc2lu6]any other breach of this policy or of any of the data protection principles set out in paragraph 4.1 above.
1.13 [bookmark: _heading=h.mkl4ncrlp09z]Information security
1.13.1 [bookmark: _heading=h.qqcotgo0tf79]Grow will use appropriate technical and organisational measure to keep personal data secure, and in particular to protect against unauthorised or unlawful processing and against accidental loss, destruction or damage. These may include:
(a) [bookmark: _heading=h.mfnkwrjtw9vs]making sure that, where possible, personal data is pseudonymised or encrypted;
(b) [bookmark: _heading=h.rxlul3uezymi]ensuring the ongoing confidentiality, integrity, availability and resilience of processing systems and services;
(c) [bookmark: _heading=h.xt43cc6sv7c8]ensuring that, in the event of a physical or technical incident, availability and access to personal data can be restored in a timely manner; and
(d) [bookmark: _heading=h.dqcpjcndyy09]a process for regularly testing, assessing and evaluating the effectiveness of technical and organisational measures for ensuring the security of the processing.
1.13.2 [bookmark: _heading=h.vamshh4a6mch]Where Grow uses external organisations to process personal data on its behalf, additional security arrangements need to be implemented in contracts with those organisations to safeguard the security of personal data. In particular, contracts with external organisations must provide that:
(a) [bookmark: _heading=h.npf2vx6r1tvj]the organisation may act only on the written instructions of Grow;
(b) [bookmark: _heading=h.8zj1t81zfizk]those processing the data are subject to a duty of confidence;
(c) [bookmark: _heading=h.oqz3x15gxfk2]appropriate measures are taken to ensure the security of processing;
(d) [bookmark: _heading=h.4c1zs2hfgbgm]sub-contractors are only engaged with the prior consent of Grow and under a written contract;
(e) [bookmark: _heading=h.ejese5lnyhn]the organisation will assist Grow in providing subject access and allowing individuals to exercise their rights in relation to data protection;
(f) [bookmark: _heading=h.kl03xu5bkdx6]the organisation will assist Grow in meeting its obligations in relation to the security of processing, the notification of data breaches and data protection impact assessments;
(g) [bookmark: _heading=h.ugyvgbivh3vq]the organisation will delete or return all personal data to Grow as requested at the end of the contract; and
(h) [bookmark: _heading=h.z4dlx5rtro3o]the organisation will submit to audits and inspections, provide Grow with whatever information it needs to ensure that they are both meeting their data protection obligations, and tell Grow immediately if it is asked to do something infringing data protection law.
1.13.3 [bookmark: _heading=h.43gkmu4f8f2s]Before any new agreement involving the processing of personal data by an external organisation is entered into, or an existing agreement is altered, the relevant staff must seek approval of its terms by the Data Protection Officer.
1.14 [bookmark: _heading=h.hovm4f8lh1wv]Storage and retention of personal data
1.14.1 [bookmark: _heading=h.i3jx9j9vzaqo]Personal data (and special category data) will be kept securely.
1.14.2 [bookmark: _heading=h.o2dxjv12g00u]Personal data (and special category data) should not be retained for any longer than necessary. The length of time over which data should be retained will depend upon the circumstances, including the reasons why the personal data was obtained. Where there is any uncertainty, staff should consult the Data Protection Officer.
1.14.3 [bookmark: _heading=h.aw2rbjn1d0yd]Personal data (and special category data) that is no longer required will be deleted permanently from our information systems and any hard copies will be destroyed securely.
1.15 [bookmark: _heading=h.iopabrefns77]Data breaches
1.15.1 [bookmark: _heading=h.4uhl5fjwwjx8]A data breach may take many different forms, for example:
(a) [bookmark: _heading=h.vl9xok1zl6sy]loss or theft of data or equipment on which personal data is stored;
(b) [bookmark: _heading=h.yzlr9876atmn]unauthorised access to or use of personal data either by a member of staff or third party;
(c) [bookmark: _heading=h.jd7t0hjrdvpw]loss of data resulting from an equipment or systems (including hardware and software) failure;
(d) [bookmark: _heading=h.o0w9b7myubgr]human error, such as accidental deletion or alteration of data;
(e) [bookmark: _heading=h.t53ba5mubpzg]unforeseen circumstances, such as a fire or flood;
(f) [bookmark: _heading=h.cnr286dskauk]deliberate attacks on IT systems, such as hacking, viruses or phishing scams; and
(g) [bookmark: _heading=h.mcszobj7lyxm]'blagging' offences, where data is obtained by deceiving the organisation which holds it.
1.15.2 [bookmark: _heading=h.l4dtfwy9lueq]Grow will:
(a) [bookmark: _heading=h.8rhv5narlknu]make the required report of a data breach to the Information Commissioner's Office without undue delay and, where possible within 72 hours of becoming aware of it, if it is likely to result in a risk to the rights and freedoms of individuals; and
(b) [bookmark: _heading=h.pj8hstf43r4n]notify the affected individuals if a data breach is likely to result in a high risk to their rights and freedoms and notification is required by law.
1.16 [bookmark: _heading=h.y6nc8anotqul]International transfers
[bookmark: _heading=h.webp3e7dybg8]Grow will not transfer personal data outside the UK, or to international organisations.
1.17 [bookmark: _heading=h.8694v5g598h]Training
Grow will ensure that staff are adequately trained regarding their data protection responsibilities. Individuals whose roles require regular access to personal data, or who are responsible for implementing this policy or responding to subject access requests under this policy, will receive additional training to help them understand their duties and how to comply with them.
1.18 [bookmark: _heading=h.ev4smcrbtcif]Consequences of failing to comply
1.18.1 [bookmark: _heading=h.rforsb38ft8m]Grow takes compliance with this policy very seriously. Failure to comply with the policy:
(a) [bookmark: _heading=h.wx7qmocxzh9o]puts at risk the individuals whose personal data is being processed; and
(b) [bookmark: _heading=h.f93hcc20wsxa]carries the risk of significant civil and criminal sanctions for the individual and Grow; and
(c) [bookmark: _heading=h.tlo3npaqcmje]may, in some circumstances, amount to a criminal offence by the individual.
1.18.2 [bookmark: _heading=h.g8djyi5j0y6y]Because of the importance of this policy, an employee's failure to comply with any requirement of it may lead to disciplinary action under our procedures, and this action may result in dismissal for gross misconduct. If a non-employee breaches this policy, they may have their contract terminated with immediate effect.
1.18.3 [bookmark: _heading=h.lw0vzs58p22n]If you have any questions or concerns about anything in this policy, do not hesitate to contact Data Protection Officer.
2 [bookmark: _heading=h.hdoa6veolf0b]GDPR records retention
2.1 [bookmark: _heading=h.w1av59nmu9kg]Introduction
This policy sets out how long employment-related information will normally be held by us and when that information will be confidentially destroyed.
2.2 [bookmark: _heading=h.bc97d4a6q71x]Responsibility
2.2.1 Data Protection Officer is responsible for implementing and monitoring compliance with this policy.
2.2.2 They will undertake an annual review of this policy to verify that it is in effective operation.
2.3 [bookmark: _heading=h.n7hnfxwude4]Our process
2.3.1 Information (hard copy and electronic) will be retained for at least the period specified in our Records retention schedule (sometimes known as a Data retention schedule or guidelines) (see appendix 1).
2.3.2 All information must be reviewed before destruction to determine whether there are special factors that mean destruction should be delayed, such as potential litigation, complaints or grievances.
2.3.3 Hard copy and electronically-held documents and information must be deleted at the end of the retention period.
2.3.4 Hard copy documents and information must be disposed of by shredding.
[bookmark: _heading=h.karpxdo1f898]Appendix 1 - RECORDS RETENTION SCHEDULE
This Record retention schedule accompanies and is incorporated into Grow's Record management policy. It sets out the time periods that different types of (employment-related) business records must be retained for business and legal purposes. This is a relatively lengthy document listing the many types of employment-related records used by Grow and the applicable retention periods for each record type.
The retention periods are based on business needs and legal requirements. If you maintain any types of records that are not listed in this Schedule, and it is not clear from the existing record types in this Schedule what retention period should apply, please contact the HR department for guidance.
1 [bookmark: _heading=h.rv8tfz16xw5d]Employment records
1.1 [bookmark: _heading=h.ompix0wahuyj]Personnel records
	Record
	Recommended retention period
	Storage format
	Reference

	Rejected job applicant records, including:
7) contact details
8) application letters or forms
9) CVs
10) references
11) certificates of good conduct
12) interview notes
13) assessment and psychological test results
	Six months after applicant is notified of rejection 

	Paper or electronic
	ICO Employment Practices Code para 1.7
Equality Act 2010, s 123

	Application records of successful candidates, including:
14) application letters or forms
15) copies of academic and other training received
16) references
17) correspondence concerning employment
18) CVs
19) interview notes and evaluation forms
20) assessment and psychological test papers and results
	Seven years after employment ceases
	Paper or electronic
	Limitation Act 1980, s 5 (LA 1980)

	Criminal records information:
21) criminal records requirement assessments for a particular post
22) criminal records information forms
23) the Disclosure and Barring Service (DBS) check forms
24) DBS certificates
	Criminal records requirement assessments for a particular post—12 months after the assessment was last used
All other information in this category—as soon as practicable after the check has been completed and the outcome recorded (ie whether satisfactory or not) unless, in exceptional circumstances, it is clearly relevant to the ongoing employment relationship in which case, six months
If the data protection officer considers it necessary to keep the information for longer than six months, the DBS should be consulted
	Paper or electronic
	DBS guidance for employers: Duration of criminal record check validity
ICO Employment Practices Code Nov 2011, part 1.7.4

	Employment contracts, including:
25) personnel and training records
26) written particulars of employment
27) changes to terms and conditions
	Seven years after employment ceases, unless document executed as a deed, in which case 13 years after employment ceases
	Paper or electronic
	LA 1980, ss 5, 8

	Directors' service contracts and any variations
	Seven years from termination or expiry of the contract, unless executed as a deed, in which case 13 years from termination or expiry
	Paper or electronic
	LA 1980, ss 5, 8
Companies Act 2006, ss 227, 228

	Copies of identification documents (eg passports)
	Not less than two years from date of termination of employment
	Paper or electronic
	Immigration (Restrictions on Employment) Order, SI 2007/3290, Art 6(1)(b)

	Identification documents of foreign nationals (including right to work)
	Two years and six months from date of termination of employment
	Paper or electronic
	Immigration (Restrictions on Employment) Order, SI 2007/3290, art 6(1)(b)

	Records concerning a temporary worker
	Seven years after employment ceases
	Paper or electronic
	LA 1980, s 5

	Employee performance and conduct records, including:
28) probationary period reviews
29) review meeting and assessment interviews
30) appraisals and evaluations
31) promotions and demotions
32) [[For relevant organisations only] all information relevant to an assessment of the individual's fitness and propriety under the Senior Managers and Certification (SM&CR) regime or former Senior Insurance Managers regime (SIMR)]
	Seven years after employment ceases

	Paper or electronic
	LA 1980, s 5

	Records relating to and/or showing compliance with Working Time Regulations 1998 including:
33) registration of work and rest periods
34) working time opt-out forms
	Two years from the date on which the record was made
	Paper or electronic
	Working Time Regulations 1998, SI 1998/1833, reg 9

	Redundancy records
	Seven years from date of redundancy
	Paper or electronic
	LA 1980, s 5

	Annual leave records
	Seven years after the end of each tax year
	Paper or electronic
	LA 1980, s 5

	Parental leave records
	Seven years after the end of each tax year
	Paper or electronic
	LA 1980, s 5

	Sickness records
	Seven years after the end of each tax year
	Paper or electronic
	LA 1980, s 5

	Records of return to work meetings following sickness, maternity etc
	Seven years the end of each tax year
	Paper or electronic
	LA 1980, s 5


1.2 [bookmark: _heading=h.notlk68073ep]Payroll and salary records
	Record
	Recommended retention period
	Storage format
	Reference

	Records for the purposes of tax returns including wage or salary records, records of overtime, bonuses and expenses
	Seven years
	Paper or electronic
	Taxes Management Act 1970, s 12B
Finance Act 1998, Schedule 18, para 21 

	Pay As You Earn (PAYE) records, including:
35) wage sheets
36) deductions working sheets
37) calculations of the PAYE income of employees and relevant payments to them, the deduction of tax from, or accounting for tax in respect of, such payments
38) all documents relating to any information which an employer is required to provide to HMRC under Form P11D (benefits in kind)
	Three years after the end of the tax year to which they relate
	Paper or electronic
	Income Tax (Pay As You Earn) Regulations 2003, SI 2003/2682, reg 97

	Records demonstrating compliance with national minimum wage requirements, including hours worked
	Six years beginning with the day upon which the pay reference period immediately following that to which they relate ends
	Paper or electronic
	National Minimum Wage Act 1998, s 9
National Minimum Wage Regulations 2015, SI 2015/621, reg 59 (as amended by National Minimum Wage (Amendment) Regulations 2021, SI 2021/329)

	Employee income tax and National Insurance returns and associated HMRC correspondence
	Three years from end of tax year to which they relate
	Paper or electronic
	Income Tax (Pay as You Earn) Regulations 2003, SI 2003/2682, reg 97

	Statutory sick pay (SSP) records
	Three years after the end of the tax year to which they relate
	Paper or electronic
	The requirement to maintain SSP records for three years after the end of the tax year to which they relate was revoked in 2014, but an employer may still be required by HMRC to produce such records as are in his possession or power which contain, or may contain, information relevant to satisfy HMRC that statutory sick pay has been and is being paid.
The Statutory Sick Pay (General) Regulations 1982, SI 1982/894, reg 13(A)

	Wage or salary records (including overtime, bonuses and expenses) and payments to consultants and independent contractors
	Seven years
	Paper or electronic
	Taxes Management Act 1970, s 43

	Statutory maternity, paternity and shared parental pay records, calculations, certificates or other evidence
	Three years after the end of the tax year in which the period of statutory pay ends
	Paper or electronic
	Statutory Maternity Pay (General) Regulations 1986, SI 1986/1960, reg 26 (and other corresponding legislation)


2 [bookmark: _heading=h.jsticc80pf33]Health and safety records
	Record
	Recommended retention period
	Storage format
	Reference

	Records of reportable injuries, diseases or dangerous occurrences
39) reportable incidents
40) reportable diagnoses
41) injury arising out of accident at work (including Grow's accident book)
	Three years from date of the entry 
	Paper or electronic
	The Reporting of Injuries, Diseases and Dangerous Occurrences Regulations 2013 (RIDDOR 2013), SI 2013/1471, reg 12

	Lists or register of employees who have been exposed to asbestos dust, including health records of each employee
	40 years from the date of the last entry made in the record
	Paper or electronic
	Control of Asbestos Regulations 2012, SI 2012/63, reg 22(1)

	Medical records and details of biological tests under the Control of Lead at Work Regulations
	40 years from the date of the last entry made in the record
	Paper or electronic
	The Control of Lead at Work Regulations 2002 (CLAW 2002), SI 2002/2676, reg 10

	Medical records as specified by the Control of Substances Hazardous to Health Regulations (COSHH)
	40 years from the date of the last entry made in the record
	Paper or electronic
	The Control of Substances Hazardous to Health Regulations 2002 (COSHH 2002), SI 2002/2677, reg 11

	Records of monitoring of exposures to hazardous substances (where exposure monitoring is required under COSHH)
	Where the record is representative of the personal exposures of identifiable employee—40 years from the date of the last entry made in the record
Otherwise, five years from the date of the last entry made in the record
	Paper or electronic
	COSHH 2002, SI 2002/2677, reg 10(5)

	Records of tests and examinations of control systems and protective equipment under COSHH
	Five years from the date on which the record was made
	Paper or electronic
	COSHH 2002, SI 2002/2677, reg 9






